
 

SCAM PREVENTION GUIDE

How to protect yourself and your family from fraud 

Fraud is the most common crime in England and Wales. In Sussex alone, over 
£19 million was lost to investment scams in a single year - and that's just one 
type of fraud.  

This guide covers the seven scams most likely to target you, how to spot them, 
and what to do if it happens. 

THE FIVE GOLDEN RULES 
Memorise these - Stick them by the phone - Tell your family 

1. Your bank will NEVER ask you to move money to a 'safe account' 

2. No real company will EVER phone you about a computer virus 

3. If someone you've never met in person asks for money — it's a scam 

4. If it sounds too good to be true - it is 

5. When in doubt - hang up - wait 5 minutes - and call someone you trust
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SEVEN SCAMS TARGETING SUSSEX 
🔍  SPOT IT 🛡  STOP IT


1. Courier & Impersonation Fraud

Someone phones claiming to be from your bank or the police. They say your 
account is compromised and ask you to withdraw cash, buy valuables, or 
hand over bank cards to a 'courier.' The courier is part of the scam. Sussex 
victims lost over £500,000 to this in 2025.

🔍  SPOT IT: They create urgency, tell you not to tell anyone, and ask you to 
hand over cash or cards. No real bank or officer will ever do this.

🛡  STOP IT: Hang up. Wait 5 minutes. Call your bank on the number on the 
BACK of your card. Tell a family member immediately.


2. Phishing Emails & Texts

A message that looks like it's from HMRC, your bank, Royal Mail, Amazon, or the 
NHS. It says there's a problem and asks you to click a link to enter your details. 
The link leads to a fake website that steals your information.

🔍  SPOT IT: Urgency ('your account will be suspended'), slightly wrong sender 
address, spelling mistakes, and a link that doesn't match the real website.

🛡  STOP IT: Never click links in unexpected messages. Go to the real website by 
typing the address yourself. Forward suspicious emails to 
report@phishing.gov.uk. Forward texts to 7726.


3. Fake Tech Support Calls

Someone phones claiming to be from Microsoft, BT, or your broadband 
provider. They say your computer has a virus and ask for remote access to 'fix' 
it. Once in, they steal passwords, install malware, or charge hundreds for fake 
repairs.

🔍  SPOT IT: Microsoft and BT will never phone you about your computer. If 
anyone asks to 'see your screen,' it's a scam.

🛡  STOP IT: Hang up immediately. If you've given access, turn off the computer 
and call your bank. Then call Flummoxed — we'll check your device.
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4. Romance Fraud

A scammer builds a relationship online over weeks or months, then asks for 
money. Some impersonate celebrities. One Sussex victim lost £275,000 to a 
single scammer. People aged 65-74 are the most targeted group.

🔍  SPOT IT: They can never video-call or meet in person. They declare love 
quickly. They ask for money via bank transfer or gift cards. They want you to 
keep it secret.

🛡  STOP IT: Never send money to someone you haven't met in person. Tell a 
friend or family member and ask their honest opinion.


5. 'Hi Mum' Text Scams

You receive a text from an unknown number: 'Hi mum, I've got a new phone.' 
After chatting, they urgently need money. It's not your child — it's a scammer.

🔍  SPOT IT: Unknown number. Avoids voice calls. Needs money urgently. Bank 
details don't match your child's bank.

🛡  STOP IT: Always call your child on their known number before sending 
money. Agree a family code word.


6. Doorstep Rogue Traders

Someone knocks offering work — roofing, driveways, gutters. They charge 
inflated prices, do terrible work, or take a deposit and disappear. Others 
pretend to be from the council to get inside your home.

🔍  SPOT IT: Uninvited, cash-only, no written quote, pressure to decide now. 
Real tradespeople don't cold-call.

🛡  STOP IT: Never agree to work on the doorstep. Get three quotes from traders 
you've found yourself. Never let unexpected visitors inside.


7. Investment & Pension Fraud

Online ads promise guaranteed returns on savings, crypto, or property. Victims 
invest small amounts that appear to grow on fake dashboards, then invest 
more. When they try to withdraw, the money is gone. Sussex victims lost £19 
million in 2025.

🔍  SPOT IT: 'Guaranteed' returns, pressure to act now, company not on the FCA 
register, contact out of the blue.

🛡  STOP IT: Check register.fca.org.uk before investing. Never invest based on a 
cold call or social media ad. Get independent financial advice.
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WHAT TO DO IF YOU'VE BEEN SCAMMED 
Don't feel ashamed. Scammers are professionals.  
Falling for a scam says nothing about your intelligence - it 
says everything about how good the criminals are.


Immediately

•  Call your bank on the number on the back of your card — they may be able 
to stop or recover the payment

•  If you gave someone access to your computer, turn it off and call us — we'll 
check it for malware

•  Change your passwords — start with email, then banking, then everything 

else 

Report it 

•  Action Fraud: 0300 123 2040 or reportfraud.police.uk

•  Sussex Police: 101 (if vulnerable or elderly)

•  Scam emails: forward to report@phishing.gov.uk

•  Scam texts: forward to 7726 (free) 

Get support 

•  Victim Support: 0808 16 89 111 (free, 24/7)

•  Age UK advice line: 0800 169 65 65 (free)

•  Citizens Advice: 0800 144 8848 (free)

•  Flummoxed: 01444 682270 — we check your devices and help secure your 
accounts
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